
Privacy & 
cybersecurity

Law
RepoRt

sePtember  2018
VOL. 4 • NO. 7

AN A.S. PrAtt PubLicAtiON

P r a t t ’ s

Editor’s NotE: CybEr PhishiNg aNd MorE!
Victoria prussen Spears

CybEr PhishiNg sCaMs: do you havE 
CovEragE? – Part ii
James M. Westerlind, eric A. Biderman, 
Adrienne M. Hollander, and Jake Gilbert

ExCEPtioNs to thE attorNEy-CliENt aNd 
Work ProduCt PrivilEgE
Michael J. Lichtenstein

aPPEllatE Court dirECts FtC to bE MorE 
sPECiFiC iN its data sECurity ordErs
timothy C. Blank and Gregory p. Luib

hoW Will thE NEW EuroPEaN uNioN 
data ProtECtioN laW aFFECt u.s.  
Not-For-ProFit orgaNizatioNs?
Jerald A. Jacobs, Steven Farmer,  and 
Meighan e. o’Reardon

P
r

a
t

t
’s

 P
r

iv
a

c
y

 &
 c

y
b

e
r

s
e

c
u

r
it

y
 L

a
w

 r
E

P
O

r
t

s
e

P
t

e
m

b
e

r
 2

0
18

 
  

v
o

L
. 4

 • N
O

. 7



Pratt’s Privacy & Cybersecurity
Law Report

VOLUME 4 NUMBER 7 SEPTEMBER 2018

Editor’s Note: Cyber Phishing and More!
Victoria Prussen Spears 209

Cyber Phishing Scams: Do You Have Coverage? – Part II
James M. Westerlind, Eric A. Biderman, Adrienne M. Hollander, and Jake Gilbert 211

Exceptions to the Attorney-Client and Work Product Privilege
Michael J. Lichtenstein 221

Appellate Court Directs FTC to Be More Specific in Its Data Security Orders
Timothy C. Blank and Gregory P. Luib 225

How Will the New European Union Data Protection Law Affect U.S.
Not-For-Profit Organizations?
Jerald A. Jacobs, Steven Farmer, and Meighan E. O’Reardon 229



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ................................................................................................ 908-673-3380
Email: ........................................................................................ Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at ............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................... (518) 487-3385
Fax Number ............................................................................................................. (800) 828-8341
Customer Service Web site ......................................................... http://www.lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call

Your account manager or .......................................................................................... (800) 223-1940
Outside the United States and Canada, please call .................................................... (937) 247-0293

ISBN: 978-1-6328-3362-4 (print)
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print)
ISSN: 2380-4823 (Online)

Cite this publication as:
[author name], [article title], [vol. no.] PRATT’S PRIVACY & CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt);
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [4] PRATT’S PRIVACY &
CYBERSECURITY LAW REPORT [209] (LexisNexis A.S. Pratt)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or
other professional services. If legal advice or other expert assistance is required, the services of a competent professional
should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under license.
A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright # 2018 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights
Reserved.

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978)
750-8400.

An A.S. Pratt� Publication
Editorial

Editorial Offices
630 Central Ave., New Providence, NJ 07974 (908) 464-6800
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200
www.lexisnexis.com

(2018–Pub. 4939)



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ

President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

EMILIO W. CIVIDANES

Partner, Venable LLP

CHRISTOPHER G. CWALINA

Partner, Holland & Knight LLP

RICHARD D. HARRIS

Partner, Day Pitney LLP

DAVID C. LASHWAY

Partner, Baker & McKenzie LLP

CRAIG A. NEWMAN

Partner, Patterson Belknap Webb & Tyler LLP

ALAN CHARLES RAUL

Partner, Sidley Austin LLP

RANDI SINGER

Partner, Weil, Gotshal & Manges LLP

JOHN P. TOMASZEWSKI

Senior Counsel, Seyfarth Shaw LLP

TODD G. VARE

Partner, Barnes & Thornburg LLP

THOMAS F. ZYCH

Partner, Thompson Hine

iii



Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc.
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2018 Reed
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any
information retrieval system without the written permission of the copyright owner. For customer
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com,
646.539.8300. Material for publication is welcomed—articles, decisions, or other items of interest to
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone
interested in privacy and cybersecurity related issues and legal developments. This publication is
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering
legal, accounting, or other professional services in this publication. If legal or other expert advice is
desired, retain the services of an appropriate professional. The articles and columns reflect only the
present considerations and views of the authors and do not necessarily reflect those of the firms or
organizations with which they are affiliated, any of the former or present clients of the authors or their
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630
Central Ave., New Providence, NJ 07974.

iv



Exceptions to the Attorney-Client and Work
Product Privilege

Michael J. Lichtenstein*

This article highlights some of the exceptions to the attorney-client privilege and suggests
that attorneys should be vigilant when their client seeks to protect information or
communications.

The attorney-client and work product privileges have a long and protected history
in the American judicial system. The purpose of the privilege is to enable clients to
communicate freely with their counsel when seeking legal advice. However, as recent
highly publicized events have demonstrated, the privilege, while sacred, is not absolute.
This article highlights some of the exceptions to the attorney-client privilege and
suggests that attorneys should be vigilant when their client seeks to protect information
or communications.

THE ATTORNEY-CLIENT PRIVILEGE

The attorney-client privilege goes as far back as ancient Rome where advocates could
not be compelled to testify against their clients.1 The attorney-client privilege, which is
part of the common law fabric in the United States, protects confidential commu-
nications that are not intended to be revealed to third parties.2 As the U.S. Supreme
Court has noted, the attorney-client privilege is ‘‘one of the oldest recognized privileges
for confidential information.’’3 The client, not the attorney, holds this privilege.4

Further, it is not simply the relationship that is privileged; rather, it is communications
that the client intended to remain confidential that benefit from the attorney-client
privilege.5

* Michael J. Lichtenstein is a shareholder in the Litigation and Corporate Departments and chair of the
Bankruptcy and Creditors’ Rights Group at Shulman, Rogers, Gandal, Pordy & Ecker, P.A., who
practices in the areas of workouts, bankruptcy litigation, and commercial litigation. He may be
reached at mjl@shulmanrogers.com.

1 Max Radin, The Privilege of Confidential Communications Between Lawyer and Client, 16 Cal. L. Rev.
487, 488 (1928).

2 United States v. John Doe, 738 F.2d 871, 8 (4th Cir. 1984); see also In re Grand Jury Subpoena, 696
Fed. Appx. 66, 70 (3rd Cir. 2017) (attorney-client privilege is not absolute); In re Smith Cutuli, (Bankr.
S.D. Fla., Sept. 16, 2013) (privilege is not favored and should be construed narrowly as it seeks to obscure
truth).

3 Swidler & Berlin v. United States, 524 U.S. 399, 403 (1998); see also Flo Pac, LLC v. Nutech, LLC,
(D. Md. Dec. 9, 2010) (attorney-client privilege only protects confidential communications).

4 In re Grand Jury Proceedings, 33 F.3d 342, 348 (4th Cir. 1994).
5 United States v. John Doe, 738 F.2d at 8.
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COMMUNICATIONS THAT ARE NOT PROTECTED

It is well settled that there are exceptions to the attorney-client and work product
privileges which some courts have held should be narrowly construed.6

Intended For Third Parties

In In re Grand Jury Proceedings,7 the U.S. Court of Appeals for the Fourth Circuit
concluded that if a client conveys information to his counsel with the understanding
that the information will be revealed to others, that information is not privileged. In
that case, even though a proposed prospectus was not published, it was not privileged
because it was intended for publication and was not meant to be confidential.8 Simi-
larly, in Puckett v. Hot Springs School District No. 23-2,9 the school district moved to
compel disclosure of documents created by a school superintendent, arguing there was
a waiver of privilege because the communication was disclosed.

Crime Fraud Exception

Under certain circumstances, the crime fraud exception will override the attorney-
client privilege.10 Courts have noted that the attorney-client privilege stops operating
as a safeguard when the privilege is used to commit future crimes.11 While the privilege
seeks to promote honest communications between the client and counsel, the purpose
of the crime fraud exception is to not extend the privilege to communications related to
obtaining advice for the commission of a fraud or crime.12 Procedurally, the party
asserting the privilege must demonstrate the applicability of the privilege.13 Then, the
government has to make a prima facie case that the crime fraud exception applies.14 To
evaluate the claim, the court can conduct an in camera review of the asserted privileged
information.15 In United States v. Regan, the court concluded that the government had
made a prima facie case and that the crime fraud exception to the attorney-client

6 United States v. Regan, 281 F.Supp.2d 795, 803 (E.D. Va. 2002) (citation omitted); see also In re
Grand Jury Proceedings, 689 F.2d, 1351, 1355 (4th Cir. 1982) (privilege must be construed narrowly).

7 In re Grand Jury Proceedings, 727 F.2d at 1355.
8 Id. at 1358; see also Flo Pac, LLC, (D. Md. Dec. 9, 2010) (presence of a third party negated any

purported intent to keep communication confidential).
9 239 F.R.D. 572, 579 (D. S.D. 2006).
10 United States v. Regan, 281 F. Supp.2d at 803.
11 United States v. Zolin, 491 U.S. 554, 562-63 (1989); see also In re Grand Jury Proceedings, 689 F.2d

at 1353 (upholding ruling on crime fraud exception); In re Grand Jury, 705 F.3d 133, 151 (3rd Cir. 2012)
(crime fraud exception applied to work product); In re Grand Jury Subpoena, 745 F.3d 681, 690 (3rd Cir.
2014) (approving in camera examination of attorney to determine whether crime-fraud exception
applied).

12 Id. at 563.
13 United States v. Regan, 281 F. Supp.2d at 804; see also Schlossberg v. B.F. Saul Ins. Agency of Md., Inc.,

(M. Md. April 1, 2015) (party asserting privilege bears burden of demonstrating its applicability).
14 Id.
15 United States v. Zolin, 491 U.S. at 556-57.
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privilege applied.16 In reaching this conclusion, the court evaluated the defendant’s
behavior and the content of the documents sought to be protected.17

Joint Representation or Shared Interest

As common interest privilege applies when clients with separate counsel share
otherwise privileged information to coordinate legal efforts.18 There is disagreement
among courts as to the scope of protection for shared interest communications. For
example, in Bank of America, N.A. v. Terra Nova Ins. Co. Ltd.,19 despite finding a
common interest between a bank and an insured to whom the bank extended a letter
of credit, the court concluded the interests were not identical at the time of the negotia-
tions such that the communications were not privileged. On the other hand, in
Tobaccoville USA, Inc. v. McMaster,20 the court concluded that the common interest
privilege extended to attorneys general from several states who were parties to a settle-
ment agreement and had executed a common interest agreement.

Chapter 7 Bankruptcy Proceedings

While this is not strictly an exception to the attorney-client privilege, corporate
executives should understand that in a Chapter 7 proceeding, the trustee is now the
client who holds and can waive the privilege. In In re Smith Cutuli, the bankruptcy
court held that the ownership of the attorney-client privilege passes to the Chapter 7
trustee upon filing of the bankruptcy petition.21 Accordingly, the Chapter 7 trustee
had access to all documents, notes, information or communications that the debtor
provided to or had with her counsel.22 A similar rule applies to corporate Chapter 7
proceedings. In Commodity Futures Trading Comm’n v. Weintraub,23 the U.S.
Supreme Court held that the trustee can waive the corporate debtor’s attorney-
client privilege as it relates to pre-bankruptcy communications. In that case, the

16 281 F. Supp.2d at 806.
17 Id. See also In re Smith Cutuli, (attempts to defraud creditors and to hide assets would render crime

fraud exception applicable).
18 In re Fisher Island Investments, Inc., (Bankr. S.D. Fla., January 9, 2015).
19 211 F. Supp.2d 493, 496 (S.D.N.Y. 2002); see also In re Fisher Island Investment, Inc., (refusing to

apply privilege to assertion of common interest).
20 692 S.E. 2d 526, 631 (S.C. 2010); see also Jansson v. Stamford Health, Inc., (D. Conn. May 7, 2018)

(citing 2d circuit cases acknowledging existence of joint defense privilege); Schlossberg v. B.F. Saul,
(agreeing that attorney-client work product extended to other parties based on common interest).

21 In re Smith Cutuli, but see In re Ginzburg, 517 B.R. 175, 181 (Bankr. C.D. Cal. 2014) (rejecting
Chapter 7 trustee’s assertion that he succeeded to debtor’s attorney-client privilege).

22 Id. at 6.
23 471 U.S. 343 (1985).
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Chapter 7 trustee waived the privilege asserted by the corporation’s pre-bankruptcy
counsel in a deposition that the CFTC took.24

CONCLUSION

While the attorney-client and work product privileges have been recognized for
many years, the privileges are not absolute. Lawyers should be especially mindful
when engaged in joint defenses or were representing entities with financial difficulties.
They might be surprised when subsequent events determine that any privilege might
have been waived.

24 Id. at 348; see also In re Pearlman, 381 B.R. 903, 909 (attorney-client privilege transferred to
Chapter 11 trustee who could decide to waive privilege).
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